
HIPAA and Confidentiality: Overview
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Objectives

Upon completion of this module you will be able to:

• Explain the importance of maintaining patient 
confidentiality

• Define HIPAA and other related laws
• Describe the causes for a breach of confidentiality
• State the consequences of violating patient privacy 

rules
• Discuss ways to maintain confidentiality



Importance of Patient Confidentiality

• As healthcare providers, we are ethically and 
legally obligated to protect the privacy of our 
patients

• Patients give us their trust and confidence for 
which we show care and respect by maintaining 
their privacy

• This applies to medical and personal information 
learned during the course of care and treatment
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HIPAA  stands for:

Health Insurance Portability and Accountability Act

• First comprehensive federal health privacy protection 
legislation introduced in 1996

• Privacy Law - effective April 2003
• Security Law - effective April 2005
• The law impacts all healthcare employees and teaching 

faculty from a small medical practice to a large health 
system

.



A major goal of the Privacy Rule is to assure that 
individuals’ health information is properly 
protected while allowing the flow of health 
information needed to provide and promote high 
quality healthcare and to protect the public's health 
and well-being. 

For more information go to: 
http://www.hhs.gov/ocr/privacy/hipaa/understanding/ 

© Learning Harbor, Inc. 5



HITECH ACT of 2009
Health Information Technology for Economic & Clinical Health

• New Data Breach Notification Requirements
• If information about patients is lost, stolen or 

accessed by someone without permission it may 
be a breach of that patient record

• If you become aware of a possible breach you 
should report it to your supervisor or your 
Compliance Officer
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What are examples of a Breach?

• A stolen laptop computer 

• A medical record mailed to the wrong patient

• A computer hacked by an unauthorized person

• Unauthorized viewing patient information
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Omnibus Final Rule of 2013

• New rule added to the HIPAA rules to strengthen 
the Privacy and Security rules

• Increased fines and penalties when the rules are 
not followed
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Omnibus Final Rule of 2013 Cont.
What’s new for Patients?

• Right to obtain an electronic copy of their medical 
information

• Right to restrict use of their  information for 
fundraising 

• Right to restrict sharing information with their 
health plan for services paid in cash and requests 
that the patient’s health plan not be billed

• Right to restrict use of their information for 
marketing, sales and research
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• Notice should be given to every patient

Notice of Privacy Practices
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Under HIPAA a patient has the following rights (with notable exceptions):
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• Confidential communication

• Access, view and receive copies of their PHI

• Request an amendment to their PHI

• Request restrictions on disclosure of PHI for operational/payment reasons, treatment

• Control PHI use for marketing, sales and research

• Be notified of privacy breaches that may cause them financial problemspppppppp
• pror
• Be notified of the provider’s privacy practices 

• Receive an accounting of disclosures (when information is given to someone outside of the practice)

• File a complaint with OCR (Office for Civil Rights)

HIPAA Patient Privacy Rights



Access to Patient Information

• Many employees have access to 
patient data, including caregivers,  
employees working with  medical 
records, billing, utilization review, 
quality improvement, insurance 
providers, students in teaching 
agencies, etc.

• Only employees who need access to do 
their job should be reading patient 
records.
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Access to Patient Information Cont.

• Healthcare providers (hospitals, clinics, 
doctors, pharmacies, insurance 
companies) must protect against 
information going to the wrong persons 
for any reason

• Patients must receive a clear explanation 
of how information is kept and shared 
with others (Patient Authorization 
forms)

• Patients have the right to restrict the use 
of their information
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Access to Patient Information Cont.
Governmental Agencies

Federal or state laws require disclosure of 
information. Examples include:
• Death of an uncertain cause
• Suspected victim abuse
• Communicable diseases (e.g., tuberculosis)
• Threats of harm directed at someone else
• Subpoenaed information
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Special Considerations

• In most healthcare settings the patient’s name and 
the fact that the patient was admitted is not 
considered confidential; know your  facility rules

• It is a violation of federal law to reveal or confirm 
the identity of a patient in a psychiatric, drug or 
alcoholic treatment setting

• Special laws make unauthorized disclosure of a 
patient’s HIV status a criminal offense
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Minors (age under 18)

• Usually, parents are automatically 
given information about their child’s 
condition

• In many states certain information 
about a minor may not be disclosed 
without the minor’s consent regardless 
of who is paying for the treatment, 
(e.g. pregnancy, birth control, 
drug/alcohol abuse, sexually 
transmitted diseases)

• A divorced parent may not be the legal 
guardian and therefore may not be 
entitled to confidential information
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Breach of Confidentiality can:

• Occur when patient information is 
improperly given or given to the wrong 
party

• Be intentional or unintentional
• Damage the patient or family
• Promote a lack of confidence in 

caregivers, as well as the facility 
providing care

• Cause patients/families to never again 
use the facility providing care
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Some Underlying Principles

• Healthcare information is used for health 
purposes only (treatment, payment and 
operations)

• Providing or sharing information must be 
kept to a minimum

• Patients need to authorize disclosure of 
their information
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What about violations?
Consequences are severe

• Civil penalties can include significant 
fines

• Criminal penalties for knowingly 
sharing patient specific information 
range from $50,000 and 1 year 
imprisonment to $1,500,000 and 10 
years imprisonment

• Disciplinary action for employees 
may lead to termination

• Lawsuits
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Therefore:

All employees need to 
be educated about 
their role in 
maintaining the 
privacy principle of 
the HIPAA laws.
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What Information is Protected?

PHI (Protected Health Information) is any 
information about a patient that could help 
identify him/her
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PHI includes:

• Patient name 
• Patient address
• Email or fax number
• Date of Birth
• Phone number
• Social Security number

• Medical Record number
• Health insurance
• License number
• Account number
• Photos/fingerprints
• Physical identifiers such as 

tattoos, piercings, etc.
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Who is allowed to have PHI?

• The patient can view his/her own 
medical record

• Anyone designated as a personal 
health representative who has the 
right to make decisions for the 
patient (this varies with each 
state)
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What About the Healthcare Workers?

You can have any information 
that you need to provide the 
required care to do your job but 
you also need to safeguard the 
patient’s confidentiality and 
make sure that the information is 
not shared with others who are 
not allowed access to that 
information.
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HIPAA does not Interfere with Patient Care

• Communication among/between 
healthcare workers is needed to 
meet the patient’s needs

• This kind of “talk” is not a violation 
of the privacy principles of HIPAA
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What can you do to protect the patient’s 
privacy?

• Keep patient records/charts in private areas
• Keep computer screens out of public view
• Do not talk about patients in public places 

(elevators, cafeterias)
• When you discuss a patient’s condition, 

speak quietly
• Get the patient’s permission before sharing 

information with the patient’s family or 
friends



What can you do to protect the patient’s 
privacy? Cont.

• When something looks wrong, ask your supervisor 
about it. Do not assume that everyone understands 
the rules and is following them

• Report any violations to your supervisor or 
Compliance Officer

• The Compliance Officer is responsible for 
protecting employees from retaliation for 
reporting corporate compliance, code of ethics and 
confidentiality violations
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What can you do to protect the patient’s 
privacy? Cont.

• Avoid sharing rumors or gossip -
What happens at work stays at 
work

• Don’t share information about 
patients with the media - refer 
questions to your supervisor or 
public relations department
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Phone Considerations

• Know with whom you are 
speaking. If unsure, get caller’s 
name and number and say you 
will return the call

• Be aware of people around you 
to avoid overheard conversations

• Avoid using speaker phones
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Answering Machines
• Use care when leaving 

messages; you don’t know 
who will get the message

• It is best to leave your name 
and number and ask for a 
return call

• When listening to messages 
be sure you are in a private 
area or use earphones
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Computers

• Never share access codes or 
passwords

• Limit employee level of access based 
upon job function

• There should be automatic log-offs 
or screen savers

• Screens should be located so they 
cannot be viewed by unauthorized 
people
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E-mail

• At this time E-mail is not secure
• Once sent it is easily copied or forwarded
• Encryption or authentication are methods that may 

be used to increase security
• Follow your employer’s policy
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Printers/Copy Machines/Fax

• Never leave documents unattended
• Faxes:

– Your agency should address what can be faxed
– Information can be sent to the wrong number
– Always use a coversheet with a confidentiality 

statement on it
– Verify a fax number; use a confirmation and 

verification process
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Example of possible violation:

You work in the dietary department and 
notice that a neighbor is in the hospital. 
On your break you quickly call another 
neighbor to ask if she wants to share 
buying flowers for the neighbor.

Are you violating the HIPAA and 
confidentiality rules?
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Yes! Any information about a patient is considered 
confidential and cannot be shared with those not 

involved in the patient’s care. Your neighbor may 
not want anyone to know she was in the hospital.



© Learning Harbor, Inc. 36

Example of possible violation:

You are a laboratory manager and hear 
that a good friend is in the hospital. 
You use your computer password and 
check the patient roster to see your 
friend’s diagnosis.

Are you violating the HIPAA and 
confidentiality rules?
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Yes! The diagnosis is PHI (Protected Health 
Information) and only health care workers 
who are involved in the patient’s care are 

authorized to have access.



© Learning Harbor, Inc. 38

If you are in an emergency situation (requests made   
by law enforcement officers or lawyers, etc.), you 
must still check with your supervisor before using or 
disclosing information.

Also, you may not release any information from 
another healthcare facility.
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Develop a New Habit: Think Privacy Every 
Day at Work

Ask yourself: 
• Who is asking for information?
• Are they authorized or do they have 

the right to the information?
• If you give the information, will it 

violate privacy rules?
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Remember, compliance with privacy rules will 
not interfere with your giving quality care to 

the patients.
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At some point in our lives we will all be a patient.

Treat all information as though it were your own.
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Your Employer thanks you for helping to make your 
work environment a secure and a private place for 

patients and employees

You have completed this learning module. After you exit, 
return to the “My Online Classes” screen and click on the       

“Test” column next to the module you have just completed. 

To exit this learning module, click on the “X” at the top of 
this screen.


